Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. 
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Program Slicing
• Program slicing is a kind of automated dependency analysis -Same slice implies same behavior -Can be computed for large programs -Depends on the source code, language specific -Some tools exist, but are not in widespread use -No tools spanning boundaries between languages (yet)
• Slicing tools must handle the full programming language(s) correctly to support safe reduction of testing.
Test Reduction Process (1)
• Check that the slice of each service is the same in both versions (automated) • Check that the requirements and workload of each service are the same in both versions • Must recheck timing and resource constraints • Must certify absence of memory corrupting bugs -Popular tools exist: Valgrind, Insure++, Coverity, etc.
• Must ensure absence of runtime code modifications due to cyber attacks or physical faults -Cannot be detected by testing because modifications are not present in software versions under test -Need runtime certification
• Can be done using cryptographic signatures (Berzins, 2009) 
Test Reduction Process (2)
• The test reduction process in the previous slide is for new releases with the same operating environment.
-This is a significant constraint because reliability depends strongly on operating environment -The same system can have 0% reliability in one environment and 100% in another 
Marginal
Major reparable damage to aircraft requiring replacement of expensive parts with total repair cost exceeding $150, nonpermanent injury or mitigate-able environmental damage causing a violation of law or regulation.
Negligible
Minor reparable damage to aircraft requiring replacement of cheap parts with total repair not exceeding $150, or minimal environmental damage not violating law or regulation.
Frequent Expected to occur multiple times in the operation of the aircraft. Probable Will be expected to occur at least once in the operation of the aircraft. Occasional Will be expected to occur at least once after several operations of the aircraft.
Remote
Unlikely, but can be expected to occur at least once in the life of the aircraft.
Improbable Highly unlikely to occur, but still possible to occur at least once in the life of the aircraft.
Hazard System Risk
Loss of Communication High
Loss of Situational Awareness High
Loss of Propulsion Serious
Loss of Battery Power Medium
Environmental Damage Medium
Software design changes were suggested to mitigate the highest risks.
The slicing analysis could not be completed due to tool deficiencies.
Integration and Architecture Faults
• Hypothesis: many system integration problems are due to architecture faults and imperfections in test and evaluation.
-Examples of integration problems due to architecture faults are on following slides. -Testing imperfection example:
• Code faults in which components fail to conform to architecture standards are missed by test cases.
• When two components are connected, one triggers such a fault in the other, by exercising an untested situation.
• Incidence can be reduced by automated statistical testing, with enough test cases for high confidence.
• Kitchen plan calls out a Miele microwave oven and an electric outlet.
1. Electrical contractor installs a 110 volt outlet. 2. Oven delivered, installation guide requires a 220 volt power supply, installation fails.
• Architecture left out constraints needed to ensure the subsystems will work together.
-In this case: power supply voltage.
